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Explanation of our system 

One of the primary motivations for someone to use a VPN is to increase their privacy while 

being online. Whether an individual is attempting to protect their online activity from their ISP or 

simply trying to reduce their digital footprint for their own personal reasons, a VPN will do a 

competent job in keeping a user anonymous—for the most part. One thing that is not considered when 

using a VPN is the actual provider of that VPN and what information they have about you. Many VPN 

providers sell their users’ data without them knowing. To avoid the potential infringements with VPN 

providers, we have decided to create our own VPN with the OpenVPN protocol.

BingerVPN, a self-hosted OpenVPN server, replicates the functionality of a commercial VPN 

provider. This is done by enabling clients to securely connect to the server through an encrypted tunnel 

and make it appear as if their internet traffic comes from a different location. Our server includes a 

web-based monitoring dashboard that displays important client and server information. It also includes 

tools to generate necessary client profiles to connect to the VPN, which facilitate user authentication 

and ensure that only authorized users can access the network securely.



Connecting to the VPN server 

The first step required to connect to the VPN server is to create a client profile that contains 

necessary information that validates the client as an official one. The client profile must have the 

client’s certificate, private key, the CA certificate, TLS authentication key, and connection settings 

made in the server configuration file. We created a bash script that embeds all of these things and 

creates a client profile once the client’s certificate and private key are generated with easyRSA and then 

signed by the certificate authority.

 

 

So once the client profile is created you must download it on the client’s local machine and this 

can be achieved with the SSH File Transfer Protocol. 

 

After the client has downloaded their client profile on their local machine, they can connect to 

the VPN server in two different ways depending on their operating system. For Linux, all they have to 

do is open up a terminal and insert this command that points OpenVPN to the client profile.

 The second way is to use OpenVPN’s client application which would apply to Windows, 

MacOS, Android, and IOS.



 

BingerVPN’s client monitoring dashboard 

It's very simple to use our client monitoring dashboard. The first step is to have Flask installed 

on the server and allow port 5000 in the server’s dedicated firewall. After that, you must activate the 

virtual environment in the directory where the app.py file lies.

 



Once the virtual environment is activated, then you can run the application, and it will give you 

a link to our client monitoring dashboard that displays important information about the server and 

clients.


